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Security Vision
KntouyeBble dpaKThbl

 EauHcTBEeHHan poccunckana UT-nnartdopma, no3sonsroLias
pob6oTtnsnpoBatb A0 95% nporpaMMHO-TEXHUYECKUX (PYHKLUN
onepartopa Ub

* 100% poccuinckas paspabortka

* bonee 100 KNUEHTOB N3 KOPNOPATUBHOIO CErMeHTa,
BKJ1HOYast KpynHenwmne pocCUNCKne rocynapCcTBeHHbIe
CTPYKTYpPbl, KOMNaHUN N BaHKK

* YcnewHble BHeapeHUsa no Bcen Poccun

» 80+ BbICOKOKBanncpuumMpoBaHHbIX creumanmcToB

B KOMaHAe npou3BoAcTBa

* 22 npodeccMoHanbHbIX Harpaabl B 0651acTM aBToMmaTtM3auum
UT u Ub

* OnbIT co3aaHusa KpynHeunwero SOC B BoctouHown EBpone

e CobctBeHHbIN 1O

» Cnyxb6a TexHU4ecKou noanepxku

* YYeOHbIN LEeHTP

* PeanpeHT CkonkoBo



Security Vision
[lpenmyLlecTBa

* 100% umMmnopTo3ameLueHme cuctem knacc IRP/SOAR,
SGRC, TIP

* CoKkpalieHue BpeMeHu o6paboTku U Bo3fenucTBus
mHuunaeHtoB Ub B 10+ pas

* ABTOMaTtnsauma Ao 95% pyTUHHbIX onepaunuu COTPyAHUKOB

* YBenu4yeHue B 100+ pa3 konumyectBa U KayectBa npoBepok b G6e3
Harpy3kKu Ha nepcoHan

» Security Vision BkntovyeHa B EQuHbIN peectp poccumnckoro MO ana 3BM
(3anucb B peectpe Ne364 ot 08.04.2016)

* CeptncpuumpoBaHa PCTIK Poccum no 4 ypoBHio goBepus (Ceptudukar
Ne 4574 ot 02.09.2022)

* CeptucbnuympoBaHa OnepaTtuBHO-aHANMUTUYECKUM LIEHTPOM Npu
MNMpe3naeHTe Pecnybnuku benapycb (Ceptudukar BY/112 02.02. TP027
036.01 00492 ot 05.08.2022)




Security Vision
3aKas4yunku

KomMmnaHuu, 6aHKK, roc. opraHbl
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Poctex Cesepcrane TA3ITPOM-METAA

Kommepueckne SOCu
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Security Vision

Obecne4ynBaeTt

MHAOPMALMOHHYIO
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BHeapeHne nnatgopMbl
Security Vision
SOAR/SGRC
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O6 Anbda-
baHke

KpynHenwun yactHbin 6aHK B Poccuu, 3aHMMalowWwmmn 4eTBEPTOE MECTO No
pa3mepy aKTUBOB

Mo ntoram 2021 roga KONMYECTBO YaCTHbLIX KNMNEHTOB BbIPOCSIO A0 22
MJTH, KOFINYECTBO KOPNOPaTUBHbIX KIIMEHTOB NPeBbICUO0 1 MIIH.

B po3HM4YHOM cermeHTe 6aHK 3aHUMaeT TpeTbe MeCcTo C Aoren Bbiwe 5%
UmeeT 499 ochpucos (rnaBHbIN — B MockBe)

Bknro4yéH baHkom Poccun B nepeyeHb CUCTEMHO 3HAYUMbIX KPpeAUTHbIX
opraHunsaummn




Security Vision SOAR (Security Orchestration, Automation and
Llenn npoekTta

Response)

'Mbko BbiCTpOoUTb 06paboTKy MHunaeHtToB Ub, npouecc ynpasneHus
aktnsamun UT (AM), B aanbHenwemM BbICTPOUTb aHaNM3 UHANKaATOPOB
komnpomeTtauuu (TIP) u MHTerpupoBaTbCs C BHELUHUMU CUCTEMaMU ONA
aBToOMaTM3auum AeMCTBUA U MUMHUMMU3ALUMKM TpyAo3aTpaT cneumanmcToB U
BO3MOXHOrO ywepb6a. ObecneunTtb Knaccucpukaumio Knbepyrpos Kak
COObITUX ONepaLNOHHOro pMcKka B COOTBETCTBUM C TpeboBaHnssMu baHka
Poccun.

Security Vision SGRC

Ob6ecneynTb CUCTEMHYIO aKTyanu3auuvio AaHHbIX, LLleHTparim3oBaHHoe
npoBeAeHne ayauToB, OpraHu3aLuio KOMNnaeHca Ha COoTBeTCTBUe
pPa3nnyYHbIM HOPMAaTUBHbLIM JOKYMeHTaM U PyHKLMOHaN ynpaBreHus
onepauuoHHbIMU U KNGEeppUCKaMK, YTO YBENTMYMBAET CKOPOCTb U Ka4yecTBO
NPUHATUA YNpaBlieHYeCKUX pelleHnn B Bonpocax Kubepb6e3onacHoOCTMU.

LleHTpan13auma n aBTomaTtu3auuma npouecca ynpaBneHusi yasBUMOCTAMU B
SOAR/SGRC




Peaynerarhl
NpoeKTa o

BHEOPEHUIO
Ha npumepe moaynen SOAR



PesynbTaTthl NpoekTa Nno BHEAPEHUIO 12

ABTOMaTU3npoBaHo 20+
PYTUHHBLIX onepaumn npu
0bpaboTke NHUMOEHTOB B
SOCe
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Securlty 15+ NCTOYHUKOB AnS

Vision oboralyeHns NHUMOEHTOB
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HacTtpoeH npouecc cbopa 40+ pasfnnyHbIX BUOXKETOB
MHdopMaL MK NO aKkTUBam N KapTOo4eK NHUNOEHTOB

NHTerpaunmn onsa pearmpoBaHus
Ha UHLUMAOEHTbI




Cnacunbo 3a BHUMaHue

NHTennektyanobHas
nnatgopma
MHPOPMaLIMOHHON
besonacHocTu




